Our Guide to Privacy
Rights and Images
Please note: This guidance represents the views of Connect Childcare. You should
take your own advice to determine the appropriate obligations on your nursery
and the rights your users will have.
Advice is available from the Information Commissioners Office and you should
seek your own legal advice if necessary. You should not rely on the contents of this
note to reflect your own legal obligations.

www.connectchildcare.com

How do we ensure that our nursery
can use ParentZone?
If you want to use images on ParentZone you should obtain consent
from parents to do so. The consent must inform the parents that the
images of their children will be shared with Connect who hold the
images for the nursery, nursery staff and other users of the system if
their own children are on the image.
If you want to use images to make photo products available this
should be included in the consent for parents to use images on
ParentZone. As the images for photo products are those in
ParentZone the consent for photo products and using images in
ParentZone need to be the same. As long as you have the consent
and you have confirmed the use in your privacy policy photo
products can be made available to parents.
You should ensure that it is clear in your privacy policy that the use
of ParentZone is carried out by Connect for you. It should also make
it clear that images are passed to Connect for photo products and
Connect will use these based on our legitimate interest in making
the photo product available. We do limit the use of images in the
purchase of photo products to those who are able to access the
details via ParentZone of a child who appears in an image. It is
important that parents are aware of the fact that images are not
used other than for this purpose and it is limited who may access
any image.
In May 2018 new data protection regulations were introduced in the
UK to implement the General Data Protection Regulations (GDPR).
These regulations confirm many of the pre-existing obligations on
the use of data but also added new ones and implemented a much
more significant system of fines. This note considers the application
of GDPR to photographs taken in or used by nurseries, primarily
around images uploaded to systems and services used by the
nursery.
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Does GDPR apply to photographs?
GDPR applies to personal data which is basically any information
from which a person can be identified. It isn’t just information
which will identify a person. If it is reasonable to assume that a
person’s image in a photograph would allow them to be identified
(even where this would need some of the person viewing the
images own knowledge) then it is personal data. The images a
nursery uses of children and staff are very likely to allow the
identification of the child or staff member and as such GDPR will
apply.
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What does it mean when GDPR
applies?
When GDPR applies the person who wants to use the data must
have a lawful basis to use the information, must meet certain
requirements about what they do and must provide those to
whom the data relates with certain rights.
GDPR sets out what is the lawful basis for the use of information.
There are 6 bases but for the point of view of the use of images in
a nursery there are three which should be considered. These are
–
• A contract with the person whose data it is. This will assist with
staff images but not with children’s images. The contract
should provide agreement to the use of the data (or for the use
to be a necessary part of the contract).
• The consent of the person whose data it is. This must be freely
given consent and the person whose data it is must understand
what they are consenting to. Where considering consent
children in a nursery would not be able to provide consent and
this should be from their parents. Any consent is something
which can be withdrawn in the future.
• Where either the person using the information or a third party
has a legitimate interest in using the information. In order to
use information on this basis a legitimate interest test must be
undertaken. This is set out below.
If there is a basis to use the information the other requirements of
GDPR must be followed. If there is no basis for using an image
then it cannot be used at all (including storing the image). Any
image which identifies someone and does not have a lawful basis
for use must be deleted.
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What consent is needed?
The consent which GDPR requires is one which allows the data
subject (or for a child’s information a parent) to understand what
information is being used, what it is being used for and which is
freely given. It must therefore be clear and understandable. It
should also be something which the data subject can say no to.
For the use of images by a nursery any consent needs to describe
the images which will be used. This may be those taken by the
nursery or uploaded by parents to the nursery system. The
consent must also clearly identify what they may be used for. This
would include the use on any nursery systems, who may access
the images and if images may be used in items like reports or
gifts. If other parents could view images then this should be
included. The consent needs to be recorded and should (unless a
service depends on this) not be linked to any service provision. If
required the nursery will need to prove consent.

To allow the use of images on a system like ParentZone by
consent the consent should confirm that images can be seen by
other parents when they link to the other parent’s child and where
photo products are available this should be confirmed. In
providing information about the use of the image it should be
confirmed what is provided to Connect and how it may use the
image.
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What is legitimate interest?
Legitimate interest is one of the bases for using data (including
images). It allows use where –
• There is a legitimate interest of the user or a third party (which
could be a commercial or other interest relating to them);
• The legitimate interest can only be achieved by using the
information; and
• The balance of the legitimate interest and the interests of the
data subject are not against the data subject.
When using legitimate interest as a basis for use the three points
must be recorded as these are the legitimate interest test.
When using images a legitimate interest may be that the nursery
wants to use an image to monitor a child’s development. The
development may only be measured by showing the growth of
the child and hence would require an image. The balance would
be achieved where the image was only used for that purpose and
not shared on a platform where others may see the image. It is
possible that the data subject (or in this case the parents of a
child) may expect the use of the image for other purposes and
then the balance may allow a wider use.
The use of images by Connect to provide photo products is based
on legitimate interests. In ensuring there is a balance nurseries
offering photo products should ensure that this is set out in their
privacy policies.
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What obligations do nurseries have
when dealing with images?
There are two key obligations which nurseries need to meet when
managing data. These are the obligation to keep the data secure
and to provide the data subject (which will mean parents) with
certain information.
The obligations to keep data secure are core to the provisions of
GDPR. The requirement is to provide adequate and appropriate
security. Each nursery must ensure that they do this. Where
Connect stores and manages data, including images, it does this.
The obligations to provide information are to provide certain
details to those whose data is collected. The information is
generally set out in a privacy policy and includes details such as
the types of information used, what it is used for, who is
responsible for using the data and what the data subjects rights
are. When using images the privacy policy needs to identify the
types of images used, where they come from, what they will be
used for and who may use them.
When using images on ParentZone they may be shared with
children’s parents and also with the parents of other children
who’s own children are in images with the child. This needs to be
explained in the privacy policy. If a parent does not want any
sharing of images of their child their child’s images cannot be
included on ParentZone at all. If photo products are made
available the same point will apply and again this must be set out
in the privacy policy.
It should be noted that the obligations around GDPR will apply
directly to nurseries and they do not need to be repeated in any
terms and conditions, however it may be useful to confirm that
parents have read the privacy policy when they agree to the
terms.
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What rights do children and parents
have?
The rights which apply under GDPR are –
• The right to confirm if data about them is being used and to
access details about what is used and how;
• The right to lodge a complaint with the Information
Commissioners Office;
• The right to request rectification of any inaccurate data or to
have data which is incomplete for the purpose it is held
completed;
• The right to be forgotten. Which is the right to ask for
information to be deleted and if it is appropriate it should be;
• The right to restrict what is done with data in specific
circumstances, including where the accuracy of the data is
contested;
• The right to receive the data held about them in a format they
can use to transfer the data electronically elsewhere.
They are also able to withdraw any consent they have provided at
any time. This does not remove the previous consent but will do in
the future. This may result in the need for images to be removed
from or restricted in ParentZone.
There are also rights to compensation where damage is suffered.

www.connectchildcare.com

What if there are any questions from
parents?
Connect will always aim to help deal with any queries on the use
of information (including images) which we manage and use. It is
a nurseries responsibility to ensure that it deals with information
as required by GDPR.
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Download more resources from:
www.connectchildcare.com/resources

ANY QUESTIONS?
Contact us on:
Telephone: 01282 507 945
Email: info@connectchildcare.com

